ABOUT THE PHUNDEX PLATFORM

Phundex has been developed based on years of experience

in transforming the way we do business in financial services.

Born out of a desire to streamline how and where you
connect with people, processes and technology, Phundex
enables you to efficiently manage processes and
transactions with internal and external stakeholders, while
maintaining data integrity and security.

Designed and built with customers, regular enhancements
to functionality and Pathway Templates are driven by client
requests. API connectivity and bespoke client customization

is also an option.

CONTACT US

For more information, Please Call
+44 1534 746 154

Or Email us
www.phundex.com

hello@phundex.com

FOLLOW US

www.phundex.com
LinkedIn: Phundex | LinkedIn

© phundex

Transaction management across the
investment lifecycle, reimagined


http://www.phundex.com/
https://www.linkedin.com/company/67946857/

OUR MISSION

The Phundex mission is to help our clients—by making the

end-to-end funding experience faster, easier and more

efficient for all stakeholders.

OUR VISION

Our vision is to become the single platform that is the de facto

way of doing business across the investment lifecycle.

OUR ROADMAP

Quarterly functional releases, led by client demand.

Bespoke build is also available on a consultancy basis

+ Functional Enhancement
releases

+ API suite release - options
include:

+ Data - DropBox, DocSend,
One Drive, Google Drive
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+ Portfolio reporting

+ 1t Release internal reporting

PHUNDEX PLATFORM ROADMAP

Functional enhancement

+ Robotic process automation for a

releases

document completion
Document production API

connectivity

+ Requirements gathering for
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+ Functional enhancement

releases Q1 2023

+ Requirements gathering
and prioritization for [}
new API suite release S
+ Requirements gathering
and prioritisation for

internal Reporting
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+ Functional Enhancement
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Releases

+ Requirements gathering for

CRM connectivity :
* Hubspot
+ Salesforce

+ Requirements for MS

Exchange functionality
+ Outlook
+ Teams SharePoint

+ Enhanced internal reporting

capability
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+ Functional Enhancement

Releases

+ Requirements gathering for

external regulatory reporting
capability

+ Requirements gathering for Al

functionality

+ Planning for 2024

APPLICATION SECURITY

Application Deployment & Runtime & IT Security|
(S SO D Architecture Configuration Governanc!

U Role based security ion isolation in U HTTP / SSL encryption
Q Single-Sign-on dlﬂerenl front ends / support
Q Security API for role network areas

based business rules 4 Multi-tenant architecture
for automatic data
segmentation

3 Role based securit
different IT profiles
J Network based sec
4 Detailed log of all I
1 Active Directory operations
Authentication

DB connections
U SQAL and C# code
injection prevention
=} i O Dedi and isolated
model DB connection pools

U Windows Integrated
Authentication

3 Automatic
U Centralized configuration instrumentation of
of users and roles events

4 Centralized monito
and auditing consc

[ Strong session identifier
validation mechanisms

O Total runtime isolation
and containment

1 Full exception handling

DATA AND DATA CENTRE SECURITY

Data at rest is encrypted using the industry standard AES-256 encryption algorithm,
as required. Data in transit is protected using HTTPS/TLS encryption.

o HSTS Enabled - HTTP Strict Transport Security

o HTTPS Enabled for Web Applications and Web Services

Software physical infrastructure is hosted in a private virtual cloud within public
cloud Amazon Web Services secure and certified data centres. with multiple layers
of operational and physical security to ensure the integrity and safety of data. The
data center is manned and supported 24 hours a day, 7 days a week and 365 days
ayear

o Intrusion detection devices

o Distributed Denial-of-Services mitigation services

o Recurring risk assessments to ensure compliance with industry standards.



